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Foreword 
8Ien we partner witI a new IoT client at 3igado
 tIe first Ruestion we ask is i8Iat will make tIis product uniRue in tIe 
marketplace w It�s unlikely to be tIe radio
 but too many companies underestimate tIe time and eÿort reRuired to build a 
robust wireless inGrastructure beGore tIey even start tIe cIallenging process oG developing tIeir uniRue
 category-killing 
product� 

TIis paper covers two key strategies Gor IoT wireless design�  leveraging pre-certified modules to reduce risk and time to 
market and planning Gor continued iteration via remote updates�

Who should read this paper and why

CEO

1roduct 

Manager

Design 

Engineer

3ead tIis paper to learn about tIe business opportunities oG remote updates allowing iplanned 
iterationw and Iow to get to market Ruickly wIile minimi[ing risk to your company� 

3ead tIis paper to understand tIe risk Gactors oG wireless design and Iow to design Gor product 
roll-outs tIat scale massively witI minimal risk� :ou will also learn Iow tIinking oG connectivity as a 
platGorm Gor a Gamily oG devices can cIange your 30I calculus and Iow best to evaluate iG and wIen 
to migrate Grom modules to cIip-down designs�

3ead tIis paper Gor specific best practices on Iow to avoid tIe most common mistakes wIen 
designing robust inGrastructure Gor over-tIe-air updates�

-ow power IoT wireless design is cIallenging because tIe very concept 
oG wIere a connected product begins and ends gets stretcIed across 
Iardware
 firmware
 local mesI and device operations up in tIe cloud� 
"dd in IoT�s constraints around si[e
 unit cost
 mass distribution 
and power consumption
 and it�s clear tIat Gor a successGul product
 
every aspect oG tIe wireless design must be careGully considered and 
optimi[ed�

)aving successGully deployed Iundreds oG wireless proKects across 
consumer
 commercial and industrial markets
 we are Iappy to sIare 
our perspectives on Iow to get products to market as Ruickly as 
possible witI maYimum neYibility Gor tIe Guture and minimum risk to 
botI scIedule and budget�
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Designing for iteration
0ne oG tIe biggest advantages oG IoT is tIe ability to update configurations or add new Gunctionality aGter tIe device 
Ias leGt tIe Gactory
 but you Iave to do some work upGront�  'or eYample
 a well designed bootloader enables iterative 
updates
 but reRuires a robust process Gor managing tIose updates in tIe field�  :ou also need to mitigate tIe risks oG 
GreRuent iteration by minimi[ing downtime and designing Gail-saGes against bricking tIe device during updates�

"ll wireless 4o$s will come witI some stock Device 'irmware 6pdate 
	D'6
 Gunctionality
 but adding a couple oG Geatures to your bootloader 
will cut your update risk Gactors by ����

• 'irst
 tIe bootloader D'6 sIould eYist outside oG tIe main 
application firmware� TIis ensures tIat tIe device can start up 
regardless oG tIe condition oG tIe application firmware� 

• 4econd
 you sIould always include a double buÿer� TIis allows you 
to veriGy updates beGore tIey�re loaded� #e sure tIat tIe buÿer is 
large enougI� ���, sIould be suĀcient�  

• 'inally
 end-to-end encryption protects you Grom botI tIeGt oG I1 
and malicious code being inserted onto your devices� In tIis case
 
end-to-end means encrypting tIe update package all tIe way 
Grom a system you totally control to tIe IoT device itselG�  Don�t 
rely on tIe #luetootI connection�s deGault encryption� instead you 
sIould sIare tIe keys at tIe point oG manuGacture via a Iardwire 
connection at tIe Gactory� TIis ensures tIat even iG tIe connection 
is compromised
 no rogue firmware can be loaded on tIe device�

Figure 1. Smart Bootloader .ake sure your bootloader 
is independent oG your firmware�

A Smart Bootloader

Unique Key Encryption: Only the paranoid survive 

IG someone Ias pIysical access to a device and tIey are determined enougI
 you sIould assume tIe device can be Iacked� 4o tIe 
Ruestion to answer is
 i)ow eYposed am I iG someone Iacks one device w

3igado uses ���-bit "&4-&"9 encryption to secure tIe transGer oG firmware images to our modules
 but we also employ device-specific 
encryption keys to reduce tIe tIreat oG a single successGul Iack turning into a maKor .irai botnet-level catastropIe�

TIis reRuires some eYtra development work upGront 	or use a module tIat Ias secure bootloader already integrated

 but witI your 
company�s entire reputation at stake plus tIe potential eYpense oG a recall
 tIe risk-reward calculation skews IigIly in Gavor oG playing it saGe�
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PROTIP
To save time and minimi[e tIe risk oG Iuman error
 any ongoing update management process 
sIould be as automated as possible
 so make sure you Iave a robust and well-documented "1I�  



White Paper  De-risking IoT wireless design by leveraging certified modules and rapid iteration

4

To update tIe devices in tIe field
 you will need a central device 
operations application tIat is in communication witI eacI device� TIis 
cloud application will probably Iave otIer Gunctionality 	e�g� processing 
data Grom device sensors or issuing instructions to tIe device

 but we�re 
Gocusing Iere on update management� 

TIe first reRuirement oG tIe device operations app is to identiGy and group 
devices�  :our device operations system needs to track wIicI uniRue 
devices Iave wIat Geatures enabled
 and ideally wIere tIey are deployed 
	e�g� to roll out updates at oÿ-peak Iours time [one by time [one
� 

#y adding support Gor device Atags� in botI your firmware design and 
your cloud app
 you can assign specific devices to one or more groups
 

$onsumers regularly complain about automated updates interrupting 
tIeir use oG tIeir digital devices� In industrial applications
 you can 
actually measure tIe cost oG downtime due to updates� In eitIer 
case
 downtime translates to dissatisGaction� "t tIe otIer end oG tIe 
Grustration spectrum
 tIere is tIe possibility oG a bad update totally 
bricking tIe device� 

3igado Ias developed a uniRue solution Gor minimi[ing tIe si[e and 
time oG over-tIe-air 	0T"
 updating tIrougI tIe use oG diÿerential 
updating� " diÿerential update contains only tIe cIanged parts oG tIe 
firmware
 not tIe entire image�

TIere are diÿerent degrees oG diÿerential� you migIt only update at tIe 
library level
 or witI tIe rigIt firmware in tIe bootloader
 you can diÿ 
down to a single line oG code� "t 3igado
 we oGten reduce tIe update 
si[e by ��� or more wIen we use diÿerential updates� 

8Iat�s more
 smaller update packages means less data
 wIicI also 
means less power reRuired Gor transmitting updates� 

Managing updates at scale 

Minimize your risk with differential updates and roll-back failsafe 

wIicI makes Geature management a lot easier� Tags can Ielp manage  
Iardware variations too
 making it easier to deploy diÿerent versions oG 
an update to support diÿerent Iardware witIout Iaving to add serial 
number-level logic into your updates� 

'inally
 Iaving granular command oG device selection enables staggered 
roll-outs
 wIicI dramatically reduces tIe risk oG catastropIic update 
Gailure�  " staggered roll-out updates a small percentage oG devices first
 
waits Gor an acknowledgment tIat tIe update went well
 and tIen rolls 
out tIe update in larger and larger coIorts
 eacI time cIecking Gor a 
Ieartbeat beGore proceeding to tIe neYt coIort� 

Diÿerential updating also results in a better customer eYperience as 
downtime during update can decrease Grom minutes to seconds� TIis 
can really add up Gor devices wIere updates are pusIed GreRuently
 
especially at tIe beginning oG tIe product liGecycle wIere tIe owner 
is evaluating tIe total cost oG ownersIip oG tIe device 	wIicI includes 
tIe Grustration Gactor
 versus its value�  

(ood update design includes building in GailsaGes� "dd logic to 
your bootloader D'6 to do a cIecksum on tIe update and veriGy it 
transmitted successGully beGore you write over tIe firmware image� 
TIen move a copy oG tIe original firmware into tIe buÿer wIile tIe 
device reboots� IG tIe new firmware Gails to boot successGully
 tIen 
Iave tIe bootloader swap out tIe firmware images and roll-back to tIe 
earlier version tIat was working� 

:ou will need to add logic so you don�t get caugIt in an update and roll-back 
loop
 and make sure tIe bootloader reports back to tIe device 
management application witI details about tIe Gailed update� "t tIat 
point your operations soGtware can send instructions to try again or 
alert you to fiY tIe issue and start again witI a new version� 

Figure 2. Managing updates :our Device 0perations cloud app communicates witI and manages devices via a gateway�
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Figure 3. Timeline of two engineering teams Modules reduce risk, cost & time to market.

Getting to market faster & planning for scale

IG time to market is important to your product�s success
 tIen leveraging a pre-certified module sIould be your deGault 
strategy� 8Iile pre-certified modules carry a sligItly IigIer per-unit price tIan a custom designed wireless 	or AcIip-
down�
 solution
 tIey typically save Gar more in design � certification costs Gor new products� " good rule oG tIumb is 
to leverage tIe speed and implementation advantages oG module solutions until you eYceed ���
��� units
 and tIen 
evaluate migrating to a custom cIip-down solution�

TIis section will look at tIe time savings oG leveraging a module solution and tIe advantages oG designing your 
connectivity solution as a platGorm Gor all Guture members oG tIe product Gamily�

&very product manager�s goal is to bring tIeir product to market as 
Ruickly as possible at tIe lowest possible cost so tIey can test tIeir 
market assumptions and see iG tIey truly Iave a winner� 

8ireless modules oGten allow you to bring connectivity to a product 
Gor less tIan IalG tIe cost oG designing your own wireless solution
 
so you can evaluate tIe product�s potential beGore laying out a Iuge 
investment in wireless engineering eYpertise and global certifications�  

8itI so mucI engineering work completed in advance
 you get to 
market Gaster
 giving you more time to iterate based on customer 
Geedback and first mover advantage over your competitors� 

De-Risking Part 1:  
Testing the product value proposal

De-Risking Part 2:  
Minimizing regulatory risk & certification costs

8Ien you design your own radio
 you are considered an iintentional 
radiatorw by tIe '$$ and as sucI must comply witI $'3 ������� 
TIese reRuirements Iave Iundreds oG tests wIicI can take montIs 
and cost tens oG tIousands oG dollars� 8Iat�s more
 cIanging tIe 
antenna
 ground plane
 3' firmware
 board layout or even tIe casing 
can all trigger re-certification� (etting tIese all perGect tIe first time is 
unlikely
 so iG you decide to do it yourselG tIen you sIould Gactor in at 
least two rounds oG certification beGore going to market at scale�

In contrast
 leveraging a pre-certified radio module makes you an 
iunintentional radiatorw wIicI Ias a mucI easier certification� :ou also  
Iave tIe benefit oG a market-tested design
 wIere any re-designs and 
re-certifications will be tIe responsibility oG tIe module vendor�

Design

Evaluate
& Select
Wireless

SoC

Antenna
Designs

Custom Wireless Firmware

Performance
Compliance

Testing

Submit For
Intentional

Radiator
$ertification

TYPICALLY MULTIPLE CERTIFICATION
TESTS & DESIGN ITERATIONS REQUIRED

Custom Wireless Software

Custom Updating Tools

Board
Designs

Module

VS

Chip

Down

Implementation $ertification -auncI

Evaluate & Select
Wireless Module

Non-Intentional $ertification
for End Product

Launch Quickly!

TYPICALLY ADDS
4-6 MONTHS
TO LAUNCH

&



White Paper  De-risking IoT wireless design by leveraging certified modules and rapid iteration

6

(iven tIe cost and compleYity oG designing a wireless connectivity 
solution
 it makes sense to reuse your designs as oGten as possible�  

8Ien we�re talking witI our clients
 we strongly recommend tIey tIink 
oG connectivity as a iplatGormw Gor an entire Gamily oG products ratIer 
tIan as a one-oÿ design eYercise Gor a single device�  8itI a platGorm in 
place
 new product Gamily members can get to market witI near-[ero 
engineering time Gor connectivity� 4Iaring parts across a Gamily also 
makes it easier to buy in bulk wIicI reduces #0. cost and inventory 
management
 always a concern wIen scaling� 

.odules incorporate tIe tools you need Gor Gast iteration
 but tIey�re 
typically a bit more eYpensive
 so at some point you may need to make 
a decision about iG and wIen to move Grom modules to a cIip-down 
design�

'rom an engineering perspective
 tIe process is Kust a part swap� you 
can use tIe same 4o$ in your custom design tIat tIe module uses
 
and you can probably license any firmware or libraries tIat tIe module 
provider included� #ut as tIe designer oG a radio transmitter
 you will 
now need a diÿerent type oG certification� and by stripping out eYtra 
Geatures in Gavor oG a ibare-bonesw design
 you may be limiting your 
options to add new Geatures in tIe Guture�

Connectivity as a platform

Making the move from module to custom design  

8Ien looking at connectivity as a platGorm
 taking steps to iGuture 
prooGw tIat platGorm is oGten a wise investment� 'or eYample
 you may 
want to select a dual mode wireless 4o$ tIat supports botI #luetootI 
and TIread
 even iG only one will be used initially� :ou will also want to 
ensure you Iave adeRuate 3".
 memory
 sensors and I�0 Gor Guture 
apps� 

'inally
 you sIould consider wIere you�ll be selling as eacI country Ias 
its own certification reRuirements� "t 3igado
 our modules are all '$$
 
I$ and +apan certified
 and $& and "ustralia�/ew ;ealand compliant�

:ou sIould also consider engineering opportunity cost� 4ay a cIip-
down design saves �����  per unit sold
 but it will take � montIs oG 
engineering time to get tIere� 

8ould you generate more revenue iG tIe team used tIat time to work 
on new innovations tIat leverage your company�s uniRue skill set 

6ltimately
 migrating to a custom cIip-down design may be tIe rigIt 
move once a device reacIes volumes oG ���
��� or more� TIat�s also a 
transition tIat your module provider sIould be able to Gacilitate�

Figure 4. Getting to market & when to scale: -ook at sales volume to decide iG and wIen to move to a custom wireless design� 
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get first version to 
market faster. Save 
on design and 
certifiication costs 
and focus on 
unique value-added 
features

v1.0
Reuse wireless 
platform to quickly 
expand product line 
and iterate 
products in the 
field as needed

v2.0

After product reaches 
high volume, leverage 
module provider 
team to migrate to 
chip-down design 
to reduce BOM 
cost across family

v3.0

&valuating tIe move Grom .odule to $Iip Down
"re eYpected #0. savings � cost oG design
 test � certification 

PROTIP
.ake sure your module provider Ias a well documented process to migrate your firmware and app code 
to a custom design� 'or eYample
 will tIey license any proprietary firmware to your custom design  
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Summary: Wireless design is challenging, but best 
practices help 

IoT revolutioni[ed product design witI tIe ability to update devices remotely
 opening tIe door to a design pIilosopIy oG 
planned iteration and ongoing revenue models witI montIly subscriptions� 

It’s all about your product’s unique value-add.

"s long as you design witI security in mind Grom device firmware to cloud operations
 and you invest resources in robust 
over-tIe-air updates
 your products can continue to evolve long aGter tIey�ve leGt tIe Gactory
 generating new revenue 
streams and deligIting users Gor years� 

"s engineers ourselves
 we recommend you consider a module-based design or look at partnering witI a wireless design 
Iouse� It allows your team to Gocus on wIat makes your product uniRue
 minimi[es risk and dramatically decreases time 
to market�

To take a closer look at tIe most likely risk Gactors Gacing your wireless proKect
 contact us at inGo!rigado�com�
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